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Account Security Partnership Overview
How Booking.com Account Security leverages LexisNexis Risk Solutions to protect customers and 

partners

handshakePartnership since 

February 2024
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● check_circlePhishing
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Product & Account Security

Our Core Mission

To provide a secure and smooth experience for travellers and hotels - where customer 

trust is key and users feel safe using Booking.com.
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User Protection

We protect users against account takeovers 

as well as fake registrations.

hu
b

Organizational Context

Part of the CyberSecurity function at 

Booking.com.



The Threat Landscape Context
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Partner Account Takeover

Attackers compromise accommodation partner 

accounts to redirect payments, steal guest details, or 

conduct social engineering.
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Guest Account Takeover

Traveller accounts hijacked to redeem loyalty points, 

make fraudulent reservations, or conduct phishing.
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Fake Guest Account Creation

Automated creation of synthetic traveller accounts for 

abuse of promotions, fake reviews, or inventory 

manipulation.
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Phishing

Compromised accounts used to send phishing 

messages via the platform, exploiting trust to target 

guests.



Current challenges
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AI-Powered Phishing Attacks

AI-powered phishing attacks are rapidly evolving, 

targeting multiple with constantly changing tactics
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Compromised Hotel Messaging

Phishing messages are sent to travelers with active 

bookings from compromised hotels to collect 

payments or gain account access.
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Fake Traveller Accounts

Fake traveller accounts are created to deliver 

phishing and malware content to hotels or impact the 

hotel availability.
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Malware & Account Takeover

Attackers are using malware to take over accounts 

and obtain access to the user rewards.
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