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Cyber resilience now depends on connected 
enforcement, shared intelligence, and cross - border 
action.
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Cyberspace = all the networks, systems, devices, data 

and services connected by the Internet

• It is built on real infrastructure: servers, routers, cables, 

data centres, satellites, phones and IoT devices

Digital activity ignores borders: 

• Criminals can act across countries in seconds

• Most public services depend on digital systems: 

Banking, government, health, transport and 

communication

THE DIGITAL ENVIRONMENT WE POLICE TODAY 

(CYBERSPACE)
What is the “cyberspace” ?

Cybercrime is not a parallel universe. It is simply a crime in a digitally extended society.

The “cyber layer” amplifies reach, anonymity, speed, and scale, but the harm remains real.
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THE GLOBAL CYBERCRIME PICTURE IN 

2025

Global cybercrime risks in 2025

Ransomware remains the top global cyber threat

• 45% of organisations identify ransomware as their highest cyber risk

Cyber-enabled fraud is the second major threat

• Includes phishing, BEC, vishing and online payment fraud

• 20% of organizations report it as their top concern

Identity theft is now the leading personal cyber risk

• Sharp increase from 2024 to 2025, affecting individuals, families and national ID systems

Overall rise in exposure

• 72% of organisations report increased cyber risks in the past year

(Sources: WEF Global Cybersecurity Outlook 2025,)
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THE CHALLENGE

Cybercrime has industrialised.

It now operates as a scalable global criminal economy.

Service-

based
Structured criminal services 
lower the barrier to entry.

Adaptive
Attacks are tailored to 
sectors, communities and 
behaviours.

Transnational

Infrastructure and actors 
operate across borders.

Ransomware, online scams and data theft increasingly share 
infrastructure, tooling and distribution channels—allowing attacks 
to scale rapidly.

Reality: cybercrime is an ecosystem, not a loose collection of 
incidents.
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ACCELERATION

AI is amplifying cybercrime.

It increases speed, lowers cost, and improves deception.

01
Accelerated threats

New cyber - enabled crime models 
and a lower barrier to entry for 
malicious actors.

02
Enhanced deception

More convincing phishing, real -
time impersonation, deepfakes 
and voice cloning.

03
System strengthening

Criminal systems become faster, 
more flexible and harder to detect.

AI misuse is rapidly emerging as a primary challenge for the wider cybersecurity community.
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THE TRANSNATIONAL THREAT
OF CYBERCRIME

$10.5 trillion
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INTERPOL RESPONSE

A three-part operating model.

Intelligence, capability building, and coordinated operations reinforce each other.

01

Actionable intelligence

02
Capability building and strategy 

development

03

Coordinated operations

Cybercrime requires a multi - faceted approach.
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GLOBAL SUPPORT MODEL

Regional Operations Desks

Africa

Asia & South  Pacific

Americas

Middle East

Europe

Global Reach, Regional Approach
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THE COMPLEXITY OF CYBERCRIME 
CASE STUDY 

Threat Actors
Attack Infrastructure

Victims Financial Network
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Raising Awareness
• Running global awareness campaigns

• Campaigning across social media

Leading Global Operations
• Facilitating information and intelligence 

sharing

• Facilitating operational action

Supporting ongoing operations
• Identifying trends

• Facilitating communication

• Providing support

Capacity Building
• Sharing tools and best practices

• Running global exercises

Operational Capabilities
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OPERATIONAL IMPACT

Cross-border operations produce 

measurable outcomes.
Operation Synergia III shows the scale and coordination required.

18 Jul 2025 – 31 Jan 2026

72
countries & territories

94 arrests

110 suspects under investigation

45,000+ malicious IPs and servers disrupted

212 electronic devices seized

Success comes from shared visibility, joint 
targeting and synchronized action.

CHECK OUR PRESS RELEASE! 
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Operation Nightshade kicks off in the Americas

Coordination Meeting of Operation Desert Rising



INTERPOL CYBERCRIME DIRECTORATE

International Keynote

PUBLIC-PRIVATE PARTNERSHIP

Operational speed improves when 

intelligence flows both ways.
Project Gateway bridges visibility and enforcement.

Connects cybersecurity firms, financial 
institutions and tech partners.

Transforms private - sector insight into swift 
operational action.

Analyses infrastructure intelligence to produce 
actionable leads.

Coordinates a faster, more targeted 
international response.

We do not compete against each other. We compete against cybercrime.
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OPERATING MODEL

CYBERCRIME THREAT INTELLIGENCE

AGGREGATED 

DATA SETS

DATA 

TRANSFORMATION DATA ANALYSIS
GLOBAL ACTIONABLE 

INTELLIGENCE

KEY PRODUCTS

Cyber Activity Report

Cyber Threat Alert

Threat Assessment Report

Prevention and Disruption 

Strategies

Intelligence Opportunities for 

Operations

INTERNAL TOOLS AND PLATFORMS

MEMBER COUNTRY DATA

PRIVATE PARTNER DATA

The email address for the Cyber Fusion Centre (CFC) is: cfc@interpol.int



INTERPOL CYBERCRIME DIRECTORATE

International KeynoteKey products - CARs



INTERPOL CYBERCRIME DIRECTORATE

International KeynoteKey products – Threat Assessments



INTERPOL CYBERCRIME DIRECTORATE

International KeynoteKey products – Purple Notices



INTERPOL CYBERCRIME DIRECTORATE

International Keynote

History

Numbers

Sectors

BEYOND OPERATIONS

Sustained resilience requires networks, 

expertise and new initiatives.
INTERPOL is expanding both community and capability.

182 specialized law enforcement officers from 82 countries.

Experts from academia, industry, and the wider cyber ecosystem. 

Fighting cybercrime means exchanging cyber expertise and innovation solutions.

Established in 2014; re-launched in March 2025; last in-person event: 
February 2026 in Hong Kong.
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BEYOND OPERATIONS

Sustained resilience requires investments.

INTERPOL is expanding both community and capability.

Projects empower the INTERPOL Cybercrime Directorate to tackle new national security priorities.
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STRONGER TOGETHER

Our response must be equally connected - across borders, 

across sectors, and across disciplines.

WHATEVER COUNTRY THE EVENT IS HOST IN / 

COMPANY THAT IS HOSTING US is a critical partner in 

this effort.

Thank you

Enrique HERNANDEZ GONZALEZ
Assistant Director Cybercrime Operations, INTERPOL 

Cybercrime Directorate
e.hernandezgonzalez@interpol.int

CHECK OUR WEBSITE! 
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